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METHOD AND ARRANGEMENT FOR 
RECOGNITION OF A CODED 
TRANSMITTED SIGNAL 

FIELD OF THE INVENTION 

The present application relates to a method for evaluating 
a coded spread spectrum signal and an apparatus for pro 
cessing of a coded spread spectrum signal. In particular, the 
invention relates to a simpli?ed process and apparatus for 
positively identifying a PN or code sequence which is 
known both to the transmitter and to the receiver. PN code 
sequences are particular sequences of bits which are found 
to be pseudonoise. 

Spread spectrum transmissions have been used in security 
applications and provide effective communication between 
receivers and transmitters. The FCC regulations with respect 
to the spread spectrum bands are much easier to comply with 
and the spread spectrum technology allows multiple trans 
missions without signi?cant interference. 

In spread spectrum transmissions, a pseudonoise code 
sequence (PN) is known to both the transmitter and the 
receiver. When a transmitter transmits a signal, there is 
typically a lead portion of the signal which is a result of 
transmission of the pseudonoise code sequence (PN) alone. 
Typically, this pseudonoise code sequence is repeated sev 
eral times and then is followed by the desired digital data 
which has been combined with the pseudonoise code 
sequence and transmitted together. 
The receiver, in order to distinguish the signal from noise, 

must ?rst recognize the transmitted pseudonoise code 
sequence (PN). Upon recognition of the code sequence, the 
receiver can then use information from the recognition of the 
code sequence to synchronize the receiver with the received 
signal. The received signal can then be processed to remove 
the pseudonoise code sequence from the desired digital data. 

Typically, pseudonoise code sequences are 128 bits in 
length, and thus, it is extremely unlikely that a bit sequence 
can be produced by random noise which directly corre 
sponds with this code sequence. These code sequences are 
available which are known to be immune to this type of false 
recognition. 

The di?iculty which the receiver faces is in trying to 
determine whether a PN code is being received. If there is 
a direct matching circuit for the entire PN code, there is an 
extremely high con?dence level that the PN code has been 
received (i.e. a direct match with the PN code has been 
established). In many cases, a direct match is much too 
demanding and eliminates the processing of signals, which 
actually included a PN code which were only partially 
corrupted. Many applications have tried to determine a bit 
error rate or degree of correlation with the PN code and 
process the signal when a high con?dence level is achieved. 
Once a PN code has been recognized, it is then possible 

to synchronize the receiver with the received signal and start 
signal analysis to extract information therefrom. 
The present invention provides a simpli?ed arrangement 

for recognizing of a PN code in a reliable, fast manner. In 
addition, the present invention provides a method and appa 
ratus for assessing the quality of signals received where the 
signals are of a predetermined con?guration. This is par 
ticularly advantageous in spread spectrum applications 
where it is desired to test a particular location relative to a 
receiver to determine whether it is in a suitable location. 
Some locations may be more prone to corruption or inter 
ference and alternate locations could be selected. In a 
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2 
preferred aspect of the invention, a receiver is disclosed and 
a method is disclosed which allows both recognition of PN 
code sequences as well as analysis of signals used in initial 
installation of transmitters and receivers or the testing 
thereof at any desired time. 

SUMMARY OF THE INVENTION 

A method for identifying a received spread spectrum 
signal having a particular code sequence repeated therein 
de?ned by a predetermined sequence of bits comprises 
dividing the predetermined series of bits into at least three 
series of bits where each series has at least eight bits. 
Providing matching circuits for each series of bits and 
entering the respective series of bits into the appropriate 
matching circuit as reference bits fomiing part of the code 
sequence. Using the matching circuits to compare the 
received signal with the series of bits entered into each 
respective matching circuit. Evaluating the signal for the 
presence of the code sequence by feeding the received signal 
to each matching circuit which evaluates the received signal 
for a direct match with the reference bits stored therein. 
Upon detecting an initial direct match in any of the matching 
circuits, using the remaining matching circuits to continue to 
evaluate the signal for at least a further direct match within 
a predetermined time period. This predetermined time 
period is preferably set to correspond to the time required to 
receive the code sequence. In this way, a second direct match 
within the time period for transmission of an entire code 
sequence con?rms that the initial match is probably valid. 

If at least one further direct match is not determined or 
received in the time period, then the initial match is ignored 
and the method is repeated from the beginning to evaluate 
the received signal for an initial match. 
The present invention is also directed to a method of 

evaluating a digital signal for an approximate assessment of 
the correlation with a predetermined sequence of bits of a 
length of at least 32 bits and comprises processing the 
signals through a series of direct matching circuits where 
each matching circuit analyses the signal for a direct match 
with a series of at least eight bits, which form part of the 
predetermined sequence of bits and wherein the matching 
circuits collectively evaluate the signal for the predeter 
mined series of bits and uses the output of the matching 
circuits within a predetermined time period to provide the 
approximate assessment of the amount of correlation with 
the predetermined sequence. This method preferably 
includes starting a clock upon detection of a ?rst match to 
start the predetermined time period in which at least a 
second match is to be determined to provide con?rmation of 
a signi?cant correlation with the predetermined sequence of 
bits, and restarting the method if at least a second match is 
not determined within the time period. 
The invention is also directed to apparatus for carrying 

out the methods as generally described above. It has been 
found that by breaking the somewhat long predetermined 
sequence of bits, particularly as found in a PN code, into 
smaller segments, it is then possible to use direct matching 
circuits which are available inexpensively and which indi 
cate that a direct match with a portion of the code has been 
received. By using a series of these matching circuits such 
that the entire code sequence is covered (or any desired 
portion thereof), it is then possible to use the number of 
matches from the matching circuits to determine whether the 
code sequence has been received. For example, if the coded 
sequence was broken into eights segments where each 
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segment is analysed for a direct match, then the number of 
direct matches within the time period of transmission of the 
code sequence would give a number of matches out of a 
possible eight matches, and thus, give a quanti?ed assess 
ment of whether a PN code was received. This is valuable 
not only for recognition of PN codes used in spread spec 
trum transmission, but is also valuable in assessing initial 
installation locations where a specialized signal is sent a 
number of times and the number of direct matches within a 
certain time period provides a number from which a general 
indication of whether the location is poor, satisfactory or 
excellent can be evaluated. In a preferred form, the special 
ized code is essentially the PN code repeated many times 
and a counter counts the number of direct matches and the 
specialized signal is the normal transmission signal with the 
PN code repeated many times. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Preferred embodiments of the invention are shown in the 
drawings, wherein: 

FIG. 1 is a schematic layout of a transmitter and receiver 
according to the invention; 

FIG. 2 is an illustration of a spread spectrum transmission 
having a repeated coded lead portion followed by a coded 
sequence and data trailing portion; 

FIG. 3 is an illustration of how a 128 bit pseudonoise code 
can be broken into eight distinct 16 bit segments; 

FIG. 4 is a schematic of the matching circuitry; and 
FIG. 5 is a schematic of a combination transmitter and 

receiver which uses the code recognization technique. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

In spread spectrum systems, both a transmitter 2 and a 
receiver 10 have knowledge of a particular pseudonoise 
code sequence (PN) which is used by the transmitter to 
transmit data and must be used by the receiver to decipher 
the signals received and to distinguish the signal from noise. 
In order to allow a receiver an opportunity to recognize a 
signal as one which has originated from a transmitter, the 
transmitter typically sends a signal as shown in FIG. 2 where 
the coded signal 60 has a lead portion where the predeter 
mined code sequence (PN) is repeated a number of times, 
indicated as lead portion 62, followed by a trailing portion 
indicated as 64. The trailing portion is basically the PN and 
data combined and transmitted. The receiver 10 continu 
ously analyses received signals for the predetermined code 
sequence, which is provided in the lead portion 62. Hope 
fully, the receiver picks up the ?rst PN, however, for higher 
degrees of con?dence, the PN is repeated at least several 
times and often as many as sixteen times. It is only after the 
receiver has recognized a PN in a signal that steps can be 
taken to synchronize the receiver with the received signal 
and the data extracted by removal of the effect of the PN 
code in the trailing portion 64 of the signal. 
PN codes are available and are speci?cally developed to 

have characteristics very similar to noise, but which can be 
distinguished therefrom. These pseudonoise code sequences 
are readily available, and thus, are provided to both the 
transmitter and the receiver. The preferred PN code for this 
application is 128 bit linear-in-sequence. 
As shown in FIG. 2, the present invention divides the 

pseudonoise code sequence into eight code sequences, each 
of 16 bits in length, and analyses the signal for direct 
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4 
matches in any of these eight segments. As shown in FIG. 1, 
the receiver 10 includes eight direct matching circuits 20 and 
any received signal is analysed for a direct match with the 
16 bit segments of each matching circuit which collectively 
de?ne the PN code sequence. Each matching circuit 20 is a 
shift register, and thus, continuously analyses the signal with 
respect to the previous 16 bits. These matching circuits are 
looking for a direct match. This type of direct matching 
technology is readily available and can perform this function 
live as the signal is received. 
When a direct match is obtained in any of the matching 

circuits 20. A positive output is provided to the matching 
processing logic, indicated as 24. The matching processing 
logic preferably starts a clock, indicated as 30, and thus, 
de?nes a predetermined time period in which at least one 
further direct match must be obtained to provide con?rma 
tion of a signi?cant match with the pseudonoise code 
sequence. For example, a direct match with the fourth 
matching circuit indicates that there has been a direct match 
with the bits of the pseudonoise code sequence correspond 
ing to bits 49 through 64. In this example, for whatever 
reason, there is at least some corruption in the receipt of the 
code sequence with respect to the ?rst three matching 
circuits. For example, these matching circuits could only 
have one bit wrong, but obviously do not provide a direct 
match to the processing logic. Upon detection of a direct 
match, the clock then provides a time period for any of the 
remaining seven matching circuits (5 through 8 and 1 
through 3) to con?rm that a further match has been obtained. 
In this way, although there was not a match with the ?rst 
three matching circuits, su?icient time is preferably pro 
vided to allow them to indicate a match in what would be the 
remaining portion of the ?rst transmission of the PN, fol 
lowed by a complementary portion of the second transmis~ 
sion of the PN. 

It can be appreciated that other logic criteria can apply. 
For example, the time period need not necessarily corre 
spond to the additional time required for transmission of the 
remaining portion of the pseudonoise code sequence; one 
could be looking at a smaller percentage of that or even a 
larger percentage, depending upon the degree of con?dence 
desired. Furthermore, it can be appreciated that where a 
higher degree of con?dence is required, more than one 
con?rming match should be obtained and the timing of 
direct matches can be analysed to con?rm that, in fact, a 
code sequence has been received as each of the matching 
circuits have a time relationship with the other matching 
circuits. For example, you may require two or more con 
?rming matches. 

It can also be appreciated that if you had a match in one ~ 
circuit which was again con?rmed by a further match in that 
identical circuit of a length of time equal to the pseudonoise 
coded sequence, this again provides con?rmation. The point 
to be taken from the above is that the code sequence can be 
broken into a number of discrete segments and these seg 
ments can be analysed for direct matches. 

In the preferred embodiment described above, the PN 
code has been divided into 16 bit segments and eight 
matching circuits have been provided. The basis of this 
decision is that 16 bit direct matching circuits are an 
economic compromise. It would be possible to merely look 
for an 8 bit segment or a smaller bit segment, if desired. 
Obviously, you would want more than 1 bit segments, but 
there may be applications where matching with a 4 bit 
segments is desirable. Due to the ready availability of a 16 
bit matching circuit, this is most desirable at this time. Also, 
higher than 16 bits matching circuits can be used. 
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The matching process logic 24 includes a reset function, 
indicated as 32, associated with the clock. If a con?rming 
match is not received within the set time period, the initial 
match is ignored and the process is started from the begin 
ning. 
An output from the match processing logic 24 is shown on 

line 34 and provides synchronization information for the 
signal processor 40. When two direct matches are received, 
this provides the necessary information to allow the signal 
processor to synchronize itself with the received signal. 
Once synchronized with the received signal, the signal 
processor may then go through the process of identifying the 
actual data by removing of the pseudonoise code sequence. 
The signal processor 40, in most cases, will include 

additional logic, shown as 42, which will provide further 
con?rmation that a match with the pseudonoise code 
sequence has been achieved and the signal received is one in 
which it is interested. For example, the trailing portion 64 of 
the signal 60 would also include identi?cation of the trans 
mitter transmitting the signal, preferably before the trans 
mission of the actual information which it wishes to pass 
onto the receiver. Therefore, the additional logic 42 can 
review the signal for the identity of a transmitter and 
obviously will not be able to process the signal if this is not 
of the appropriate form. Therefore, the signal processor, 
even if there is an incorrect matching of PN sequence, will 
quickly identify this, as the resulting signal will not be of a 
form that can be appropriately analysed and the receiver can 
continue to the monitoring function. 
As previously described, this matching technology can 

also be used with respect to providing an indication of the 
quality of a received signal. This is particularly useful when 
installing a system. 

In a security application, a particular transmitter (i.e. a 
sensor) can be located in a desired location and a test signal 
or normal transmission can be sent to a receiver 10. This test 
signal can include multiple repetitions of a particular signal, 
preferably the pseudonoise code sequence, including some 
method of distinguishing it as a test signal. This specialized 
signal can then be processed by the receiver by counting the 
number of direct matches within a speci?ed time period. For 
example, if the specialized signal included eight transmis 
sions of the coded sequence, thenthere is a potential within 
that time period of producing sixty-four direct matches (i.e. 
the potential of eight direct matches per transmission of the 
PN code). In this specialized function, the number of 
matches can be fed to a counter, indicated as 36, and the size 
of the count relative to the potential number of direct 
matches can provide an assessment of the suitability of the 
placement of the transmitter to effectively communicate 
with the receiver. If a low number of matches are received, 
then the transmitter or receiver can be moved to a new 
location. Rather than outputting the actual number of direct 
matches, it is preferred to output the assessment as poor, 
satisfactory or good. 

This test signal capability is preferably included as part of 
each transmission by merely repeating the PN code 
sequence a number of times as a lead portion of a transmis 
sion. Recognition of a PN code sequence can continue to 
monitor direct matches for the lead portion and provide a 
count of the number of matches. Thus, an assessment of the 
quality of reception of a signal is possible for each trans 
mission. This simpli?es the apparatus and software, as the 
apparatus does not need to operate in a special mode or have 
special test signals to assess the quality of reception. 
A different matching circuit is shown in FIG. 4. In this 

case, a received signal 4 having the PN+DATA, which is fed 
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6 
into a 16 bit shift register 50. In addition, a clocking signal, 
indicated as 52, is provided to the shift register. The output 
of the shift register 50 is provided on line 54 and fed in 
parallel to each of the matching processors indicated as 20. 
The last 16 bits of the signal are provided to each of the 
matching processors and these bits are compared to speci?ed 
segments of the PN code provided to the matching arrange 
ments 20 via the local PN bus indicated as 58. It can be seen 
that the top matching arrangement receives bits 1 through 
16, the second matching arrangement receives bits 17 
through 32, etc., with the last matching arrangement receiv 
ing bits 113 through 128. As can be appreciated, if a PN code 
is being received, there is a potential of each of the matching 
circuits matching and thus producing eight matches (i.e. no 
corruption of the PN code), however, the applicant has found 
that any two direct matches received within a speci?ed time 
period (typically the transmission duration of the PN code) 
provides sufficient con?dence to decide a PN code has been 
received. This produces a sequence match indicated as 60. 

The structure of FIG. 4 makes the PN code available for 
other functions as described in FIG. 5. 

FIG. 5 is a schematic of a transmitter/receiver for use in 
transmitting or receiving spread spectrum signals. A 
received signal of PN+DATA is indicated as 4 and is 
connected to the digital ?lter indicated as 5. The output from 
the digital ?lter is fed to the clock recovery function 7 and 
is also fed to the digital code matching arrangement indi 
cated as 9. The digital code matching arrangement 9 also 
receives the clocking frequency, which has been outputted 
on line 11. The clocking signal is provided to the AND gate 
13, which is also connected to a further output 15 from the 
digital code matching arrangement 9, which produces the 
output when at least two matches from the structure of FIG. 
4 are received. The AND gate 13 provides an output on 
connection 17, which basically forms a timing signal and the 
recovered clocking frequency for the local PN shift registers 
indicated as 21. The multiplexer 25 also receives a “receive” 
or “transmit” control function 23 and, in the present expla 
nation, would be in the “receive” mode. The signal provided 
on 15 is used as part of a timing synchronization ?mction for 
the PN shift registers 21, which results in an output of the PN 
code being produced on line 27. This is fed into the XOR 
gate 29 which also receives the PN+DATA signal 4 via the 
multiplexer 31. This would be the case when the structure is 
in the receive mode. By providing the PN code in sequence 
with the PN+DATA, it is then possible to remove the effect 
of the PN code and accomplish despreading on output 33, 
which is then fed to the digital ?lter 35. 

It can also be appreciated that the local PN shift registers, 
identi?ed as 21, provide information (i.e. the PN code) to the 
digital code matching arrangement 9. 

In the “transmit” mode, data to be transmitted is provided 
on line 37 and fed to the multiplexer 31. This data is then 
provided to the XOR gate 29 as shown. In the “transmit” 
mode, a transmit clocking frequency is provided on line 39 
to the multiplexer 25 and results in producing of the PN code 
on line 27, which is provided to the XOR gate 29. Com 
bining of the PN code with the data provided on line 37 
results in spreading of the information and the data can then 
be transmitted as outputted on line 41. 

As can be seen from the above, the storage of the PN code 
in local PN shift registers allows the digital code matching 
arrangement 9 to have knowledge of the PN code and also 
allows production of the PN code in proper timed sequence 
to, in effect, decode received data or to encode data for 
transmission via line 41. 
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The multiplexers 25 and 31 indicate a “0” condition and 
“1” condition. In the “1” condition, the structure is in the 
“receive” mode, whereas in the “0” condition, the device is 
in the “transmit” mode. 

For security applications, the combined transceiver of 
FIG. 5 is useful with respect to any devices requiring 
two-way communication. This would be true of the alarm 
panel, a two-way keypad and, in most cases, a two-way 
audible alarm generator. Sensors, per se, typically are a 
transmitter only and use a timing arrangement to touch base 
with the alarm panel, according to a predetermined scheme. 
The alarm panels are connected to a power supply and are 
always listening for transmissions. In the case of the trans 
mitters alone, the PN code is known to the transmitter and 
the transmitter merely has to incorporate the PN code in any 
transmission. The circuitry for this is well known. 

Although various preferred embodiments of the present 
invention have been described herein in detail, it will be 
appreciated by those skilled in the art, that variations may be 
made thereto without departing from the spirit of the inven 
tion or the scope of the appended claims. 
The embodiments of the invention in which an exclusive 

property or privilege is claimed are de?ned as follows: 
1. A method for recognizing whether a received signal 

includes therein a repeated spreading code segment and 
wherein the spreading code segment is de?ned by a prede 
termined sequence of bits, said method comprising dividing 
the predetermined series of bits into at least 3 series of bits 
where each series has at least 8 bits, 

providing a matching circuit for each series of bits and 
entering each series of bits into said matching circuit as 
reference bits to which the received signal will be 
compared, and 

evaluating the received signal for the presence of the 
spreading code segment by feeding the received signal 
to said at least 3 matching circuits where each matching 
circuit evaluates the received signal for a match with 
the reference bits stored therein; 

upon detecting an initial match in any of said matching 
circuits continuing to monitor the remaining matching 
circuits for at least a further match within a predeter 
mined period of time, 
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8 
upon detecting at least a further match within the time 

period producing an output signal indicating a positive 
match has been assessed and if at least one further 
match is not determined in the time period ignoring the 
initial match and return to evaluating the received , 
signal for an initial match. 

2. A method as claimed in claim 1 including using timing 
information from at least one of said initial match or said at 
least further match to synchronize the received signal with 
a processor for further evaluation thereof. 

3. A method as claimed in claim 1 said time period is at 
least sufficient to correspond to the time required to receive 
the the entire spreading code segment minus the time 
required to receive the initial match. 

4. A method as claimed in claim 1 including feeding the 
signal to at least 4 matching circuits. 

5. A method as claimed in claim 4 including providing 
diiferent output signals depending upon the number of 
matches received within the time period, and using the 
different output signals to assess the quality of the signal 
received. 

6. A method as claimed in claim 5 wherein each matching 
circuit carries out a match of a 16 hit series. 

7. A method as claimed in claim 5 including feeding the 
signal to at least 8 matching circuits. 

8. A method as claimed in claim 7 wherein each match'mg 
circuit carries out a match of a 16 bit series. 

9. A method as claimed in claim 8 wherein said method 
is carried out for a spread spectrum security signal. 

10. A method as claimed in claim 9 wherein a PN code for 
a spread spectrum signal entered as said predetermined 
series in said matching circuits. 

11. A method as claimed in claim 5 including using timing 
information from said matches to synchronize with the 
received signal for further evaluation thereof. 

12. A method as claimed in claim 11 wherein each 
matching circuit carries out a match of a 16 bit series. 

13. A method as claimed in claim 12 including feeding the 
signal to at least 8 matching circuits. 

14. A method as claimed in claim 4 wherein each match 
ing circuit carries out a match of a 16 bit series. 


